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Online User Roles

Before a user will be allowed to sign into Air Qmdi Services, they must first go to myAlaska
(https://myalaska.state.ak)uend setup a user account. The username thegehab be used

to create their online account with Air Online Sees. A user does not have to be an Alaskan to
set up a myAlaska user account.

These roles do not have a hierarchical value. Ealehhas its own specific set of permissions.

It is possible, and intended, for one user to muéiple roles across multiple stationary sources
and possibly across multiple organizations. InlEnarganizations where one person would fill
all the roles for online use, each role must begassl to the individual.

Organization Web Administrator

The user for this role is identified by the orgaatian with an Administrator Request form
(http://www.dec.state.ak.us/air/ap/docs/adrgsj.p@ince DEC processes this form, the
Organization Web Administrator has permission tib t@tionary source contact information,
and add/edit the Source Web Administrator rolesfch stationary source within that
organization. The Organization Web Administratignahas permission to add/edit organization-
level e-signer and document editor role holdergp&mits not bound to a particular stationary
source, such as permits for portable oil and gasatipns and open burn3here is only one
Organization Web Administrator for each Organization/Company/Entity.

The Organization Web Administrator is intended ¢éoalbresponsible, employed member of the
organization with a sufficient level of responstlyito basically meet the intent of the regulatory
definition of a responsibility party or owner. lowld be in the organization’s best interest that
the Organization Web Administrator is a personasifion that does not experience a high level
of turn-over.

Main Responsibilities

1. Assign and maintain Source Web Administrator(s)efach source submitting reports
through Air Online Services.

2. Assign and maintain Organization Web E-Signer(skfeating, editing, and submitting
permits not bound to a particular stationary sousoeh as permits for portable oil and gas
operations and open burns.

3. Assign and maintain Organization Web Document Esl{&) for creating and editing permits
not bound to a particular stationary source, sgcpeamits for portable oil and gas operations
and open burns.

Future Responsibilities
1. Maintain Contact Information for the Organizatiardastationary sources.
2. Establish a new stationary source for the orgaiozat

Source Web Administrator

This role has permission to add/edit e-signer avalichent editor roles for a specific stationary
source. The Source Web Administrator will only égermission for adding e-signers or editors
to the stationary sources that have been assign#l®Organization Web Administrator. A
Source Web Administrator can be the administratonfore than one stationary source. There



can be more than one Source Web Administratortpéipeary source. However this is not
recommended.

The Web Administrator is intended to be a respdasgmployed member of the organization. It
would be in the organizations best interest thatSburce Web Administrator be a person or
position that does not experience a high levelioi-bver, and is familiar with the stationary
source(s) being assigned.

Main Responsibilities
1. Assign and maintain Stationary Source Web E-Sigher(
2. Assign and maintain Stationary Source Web Docurkéitbr(s).

Web E-Signer

This role has permission to create/edit/save/supayitonline applications and reports. When
the user for this role is assigned by the OrgaminatVeb Administrator or the Source Web
Administrator, an Electronic Signature Validatiamrh in PDF format,
http://www.dec.state.ak.us/air/ap/docs/validate.pdilf be made available for the Source Web
Administrator to print and give to the user to filit and send into DEC for identity verification.
Even though a user has been assigned the rolsigher, without the electronic signature
validation form submitted and processed by DEC pibtential e-signer will not be able to
submit or pay online any applications or reports.

E-Signers may be anyone, employed or under contsg@n organization or stationary source.
Due to the level of responsibility, however, canewdd be taken on who is given this permission.

Main Responsibilities
1. Submit applications and/or reports electronically.
2. Pay for applications and/or reports electronically.

Web Document Editor

This role has permission to create/edit/save ordimdfor applications. A Web Document Editor
is not required to submit any additional paperwarkdentity verification. A Web Document
Editor may be anyone, employed or under contracarborganization or stationary source.

Main Responsibilities
1. Create and save an application.
2. Create and save a report.

Again, these roles do not have a hierarchical vakch role has its own specific set of
permissions. It is possible, and intended for user to have multiple roles across multiple
stationary sources and possibly across multiplaroegitions. In smaller organizations where
one person would fill all the roles for online usach role must be assigned to the individual.

Brief summary: In order for an organization create have acaessé Air Online Services to
create and submit permits online, one user mugtlig identified as an Organization Web
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Administrator and submit the paperwork. Once tlecabant has been created by DEC, the user
must logon to Air Online Services and go to theddigation Web Administrator Home page.
This is where the Organization Web Administratoryraasign the following roles:

Source Web Administrator roles

Organization E-Signer roles either to themselvestioers.

Organization Document Editor roles either to theweseor others.

If the Organization Web Administrator wishes to dake ability to Web E-Sign or be a Web
Document Editor to create and submit applicatiomd@r reports for a stationary sourtieey

must assign themselves as a Source Web Adminisaatbthen return to the Organization

Home page. From here the user must select thersigy source for which they are an
administrator for. This will bring them to the 8ta@ary Source Home Page where they can now
select the User Administration link located under page title (see page 15) and assign
themselves the E-Sign and/or Editor roles.

If the Organization Web Administrator wishes to dake ability to Web E-Sign or be a Web
Document Editor to create, edit, and submit appboa a for portable oil and gas operation
permits or open burn permits, they must assign seéras as an Organization E-Signer or
Organization Document Editor and then return toQinganization Home page. From here the
user may create a new MGL1 (portable oil and gasatipa) notification or a new open burn
permit (this option is not yet available) or connediting and/or submit a saved permit.

Once the Source Web Administrator is assigned ANDTWE (paperwork submitted and
processed) the Source Web Administrator will adg adhditional users and their assignments for
the specific stationary sources they are assigmesldurce Web Administrators must also assign
themselves roles if they wish to e-sign and pay.

Signing up for a myAlaska Account

Before you can be assigned the role of E-Sign&amument Editor, you must sign up for a
myAlaska account subscribed to DEC Air Online Sssi To obtain the appropriate type of
myAlaska account, open your web browser to thetalg secured site:
https://myAlaska.state.ak.uand click on the ‘DEC Online Services’ link irethight-hand
column under ‘Businesses’ (see figures below). ¥dlbe directed to a new page where you
can enter your desired name, password, and entags&lfor verification. You must also agree
to abide by the restrictions on the use of your tagka password for the purposes of applying
your myAlaska password as an electronic signature.

After you have signed up for an account, notify @rganization Web Administrator or Source

Web Administrator, who will need to submit your ngéka Username (not your password) on
the Air Online Services user administration pagedmplete your registration as an Air Online
Services user.



. https: | fmyalaska.state. ak.usfhomefapp

lyflaska

Please Login:
Username

Password

Home

Forgot Username?
Eorgot Password?
New User?

Please Login:
Usemame

Password

Home

Forgot Usermame?
Forgot Password?
Mew User?

Services for:

Individuals Businesses

Permanent Fund Employment Security Tax

Dividend CEC - Pay Inveices Onling
Alaska Oonor Reqistry

Report 3 vehicle
accident

DEC Online Senvices

Commercial Vehicle Enforcement-
Permits

Revenue Tax Online Permitting &
Licensing
DHSE - eGrants

Signup fora

new account:

Your mother's maiden name?

E-Mail Address (again)

User Agreement

|AGREEMENT BETWEEN YOU AND THE STATE OF ALASKRA

imyRlaska is a web service operated by the State
|of Rlaska that provides single-sign-on

| tauthentication) for multiple state services and
|a framework for electronic signatures for state v

1 Azcept the User A

[ Send Email Confirmation -= ]




Logging into Air Online Services (AOS)

As a user attempting to log into AOS to view, ceeahd/or submit a permit or report,
- You must have a myAlaska account to view/create/sué permit application or report.
You be subscribed to DEC Online Services (signedtiline agreement),
Your organization’s web administrator or the soused administrator must have
previously added you as an E-Signer or DocumenbEtbr your organization or for a
particular stationary source.
E-Signer’'s must have a signed and notarized forril@at DEC.

1. Click on the link ‘Enter Air Online Services’ to do the myAlaska log in page.
2. Enter your myAlaska username and password and ttieck_ogin’ button.

AOS Home Page

Air Permits Program

State of Alagka = DEC

Air Online Services version 12 /

>> Enter Air Online Services <<

Restricted entry o persannel of registersd organizations that kawve a current Air Suafity Permit or Enforcas

to individusis suthorzed by stationany source.




Air Online Services Log In Page
AT T OITITILS T TUSTAInl

State of Alagka = DEC =

Login

You need to be logged in to access those pages

L Please login using your mys
Laogin with your myAlaska account g gy T

e . account.
User Name: AOSTester : (First time? See below *)
Password: f_'"""'_']_ _ By logging into air-on-line s4

: following options may be av
you. For the regulated comn
for a permit or an enforceabl
within the Minor Source Pro
electronically submit informd

85 an excess emissions reg

Forgot your password?
Forgot your user nama?

* If this is your first time wvisit

3. If this is the first time you have logged into Ahnline Services and you have been
assigned an E-Signer role, you will also be reglicevalidate your driver’s license
information on the following form. Once you hawaidated your information, you will
not be required to validate it on subsequent visittOS. As an e-Signer you are
obligated to keep your electronic signature pasdwecure from compromise and not
allow it to be used by others. If you believe yotgdentials have been stolen, please
report it to the person who assigned you this (either the Organization Web
Administrator or the Source Web Administrator) intiaely.

E-Signer Validation

| & eSignature Yalidation i i 5B g v |ibPage - (0 Took
% Commissioner Divisions/Contacts Public Notices Regulations Statutes Press Relesses DEC Home | | find

Air Permits Program

State of Alaska = DEC = Air Online Services =

eSignature Validation

| understand and agree that my myAlaska password is my electronic signature. | will keep my electronic signature
password secure from compromise, | will not allow use of my electronic signature password by others, | will promptly
report any evidence that my electronic signature password has been given to others, and | will promptly notify the
system manager if | receive a system acknowledgement of a submission that | did not make. | also agree that use of my
electronic signature password to electronically sign documents legally binds me to the same extent as | would be
bound or obligated by handwritten signatures.

O Agree
Please enter your drivers license number for validation

(Help?) Exit to Online Senices

State of Aleske myAlssks DEC Steff Directory Webmaster Commissioner's Office Divisions/Contacts Public Motices Regulations




Organization Home Page

Once logged in, this is the second page a usesedlafter they have selected an organization.

A Organization Home. - Microsoft Internet Explorer \;“t']@
File Edit ‘ew Favorites Tools Help 1‘;"
: . . : N W g |, &5
7 z A y ) ™ i - e i | [ ¢ 2
Q Back > \i] \ﬂ | Search Ay Fawvorites {_x [ d == ! L i;i ‘i
Addrass |-ﬁ https:{fmytest? state. ak.usfairtools\Web/OrganizationHome:. aspx b . LETe]

x Commissioner Divisions/Contacts Public Motices Regulations Statutes Press Releases DECHome | | find

Air Permits Program

State of Alasks = DEC = Ajr Online Services = Login = Individual Home = Crganization b

Organization Home

You have been assigned the following roles for; Oh i
UNOCAL By
Role: Owner Weh Administratar €————

Organization Administration

Please select a stationary source.
Stationary Source
Anna Platform Select

Help?) Ezxit to Online Services

State of Alasia myAlazka DEC Staff Directory Wiebmaster Commizsioners Office Divisions/Contacts Public Notices Regulations

-'Ej é e Internet

Organization Web Administrators will see a linkth@ Organization Administration home
page €ircled in red. Organization Web Administrators should selbit tink the first time they
enter the system to begin assigning Source Web Adtrators.

This page will also list all of the roles the ubes for the selected organizatioad arrovy and
also list all of the stationary sources and orgations the user has an active role for (once the
roles have been assigned).



Organization Administration Page

%X Administration - Microsoft Internet Explorer. H|E]@
File Edit ‘ew Favoribes Tools Help ;f
; L A = e ; AFe. = T S - | [ G4
@ Back - > \i] @ ol | ! Search ML Faworites @g = d =1 - !{_}:‘f ﬂ) 3
Address |-Q https:ffmytestz state, ak.usfairtoolsweb/administration. aspsx v Ga
}1 Cammissioner Divisions/Contacts Public Matices Regulations Statutes Press Releases DECHome | | find
State of Alasks = DEC = Air Online Services = Login = Individual Home = Crganization Home = Adm
Administration
Description Application
Establish a New Stationary Source
\Stationary Source ldentification Faorm [_JLL
Erissions Summary Form - Mew Stationary Source [_JLL
Ernissions Summary Form - Modification of an Existing Stationary Source [_JLL
Minor Permit Appliction Emission Unit Information [_JLL
Online Resources
Add, edit, delete online stationary source administrators, Online Lser Administration
Organization Online Administrator Help Documentation, [_JLL
(Help?) Exit to Online Semvices \
State of Alaska myAlaska DEC Staff Directory Witebmaster Commizzioners Office Divisions/Contacts Public Notices Regulations
&] Done 2 & Internet

From this page the Organization Web Administratayrastablish a new stationary source or
conduct Online Resources’ business.

Organization Web Administrators should go direttiyhe Online User Administration link the
first time they come to this page{l arrovy.

The Organization Web Administrator has the optitangrint off paper forms to create a new
stationary source, fill out an emissions summargnféor a new stationary source, or submit
emissions unit information. (These forms are alsailable on the Air Permit Web Site at this
time). Eventually, the Organization Web Administratvill be responsible for creating new
stationary sources online from this page.

Online Resources include Online User Administrafmmmanaging user roles.
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Online User Administration Page

Air Permits Program

State of Alaska = DEC = Air Online Services = Individual Home = Organization Home = Administration »

User Administration

Stationary Source or Organization™ | Test Source 1 i 2 New User

Jackie Shoaf ! Select

*Organization names end in "- General”. E-Signer and Document Editor roles can be assigned at the Organization level for
creating/submitting non-stationary source specific permits, such as MG1 Nofifications and Amendmenis.

See the Crganization Administrator Guide for more details.

(Help?) Exit to Online Senvices
State of Alasks myAlasts DEC Staff Directory Webmaster Commissionsr's Office Divisions/Contacts Putlic Motices Regulations

Step 1: Select a Stationary Source or Organizatioto Administer: This drop down list shows
all the stationary sources and organizations ircvtiie administrator has an assigned role (an
organization is denoted by the organization narflevied by the suffix -General’ in the drop
down list). This drop down also acts like a filfer this page.For example the screen above
shows that “Test Source” was selected stationauycgo In the user list only the individuals
who have a role for Test Source are shown.

Step 2: Create a New User and Add User Role(s)

New User: This will display a form, shown below, that willawv you to enter the new user’'s
name and myAlaska username, as well as assigretessary roles to the new user for the
selected stationary source or organization.

OR

Step 3: Select Existing User and Edit User Role(syheUsersgrid will contain a list of all

role holders for the stationary source or orgaironagelected from the drop down list. Click the
Select link next to an existing user to display add their data and their roles for the selected
stationary source or organization in Air Online\Begs.
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New/Selected User View

Step 1: Enter User's Name and myAlaska Username:

First Name: User’s first name. This is a required field.

Middle Initial: User’s middle initial. This is na required field. However, it does help
differentiate individuals with the same first adti names.

Last Name: User’s last name. This is a required field.
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myAlaskaUsername:User’s registered myAlaska username. This musttbxmatch their
myAlaska usernameAny misspellings or mismatch in case will resnlthe user not being able
to log into Air Online Services. This is a requirfezid.

Validation Form: This field is only shown if the user has a Webigr8r role. When a Web E-
Signer role is first added to a user, an e-sigeatatidation form pops up in a new window to be
printed out and filled in by the specified user amailed into DEC. Once the paperwork has
been processed by DEC, this field will show thatftorm isOn File at DEC. Until that time, a
hyperlink to the e-signature validation form wij@ear instead in this field. If another copy of
the form is need, simply click on the link and mnpthe form. Until this form has been
submitted and processed by DEC, the E-Signer wilbe able to sign and submit documents.

Update/Insert: After making any changes to the selected uselu@ntg adding or deleting
roles), click thdJpdate button to save your changes. If a new user isgoentered this button
will say Insert. You can then return to the User Administratiage and find that person listed
among the users for the appropriate stationarycgonir organization.

Cancel: Click this button to cancel in changes made tosttlected user (including adding or
deleting roles).

Step 2: Enter and Configure User Roles:

Roles: This drop down list contains all of the availalies that may be assigned to the selected
user. If the selected user has been assignetithl available roles this control will be disahled
The roles displayed when all roles are availabledepend on whether the role is applies to
stationary source or organization level roles.

At least one role is required in order to insemeav user. If all of the roles are removed from an
existing user, the user is removed from the usepfithe selected stationary source.
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Add Role: This button adds the selected role fromRwéesdrop down list and allows you to set
anexpiration date to limit the period in which this user’s role wile effective. After the set
expiration date, this user will no longer have phieileges of this role. To select an expiration
date, click on the calendar image and select afdatethe calendar. To leave the expiration
date empty, click the update link in row. If thepeation date is left empty, the role never
expires. To remove the role, click the delete Imkhe row of the role you wish to remove.
Only the appropriate administrator may add/edit/delete or change the expiration date for a
user’s role. Only an Organization Web Administrata may add/edit/delete or change the
expiration date for a Source Administrator role.

This is_nota required field; however, it is a good securiyasure to set a date to ensure that the
assigned role is not abused past the period fochwihis likely to be required.

Duplicate New User:

If you have entered a new user’s data and clickrtbert button and the myAlaska Username
for the person you are trying to add already existhe Air Online Services database, you will
be asked to assert whether this user is actualgnauser. If this is the same person, select
“Yes’ to add this new role to an existing user. Tilt occur if the user has already been
created for a different stationary source. i§ihot the same person, the person should have a
different myAlaska username. Click®, Insert New Uset to create a new user, ocancel

to return to the previous screen.

How to Invalidate a Potentially Compromised myAlasla Login for an Existing User

This procedure is only recommended when you haveason to believe that the user’'s
myAlaska has been stolen, misused or compromised@he user will be required to create a
new myAlaska account to log into Air Online Servics, and their myAlaska Username will
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need to be reentered. Do not invalidate an accoutd expire a user’s role. Edit the
expiration date for their role or delete the role br that user.

To invalidate a compromised myAlaska account fgiido Air Online Services, click on the
Invalidate myAlaska Account(The button next to the red “4” shown on page 9).

Summary:

To add a new user, select the stationary souroeganization from th&tationary Source or
Organization drop down menu and click tidew Userbutton. If you know the user has
already been entered, for a different stationaty@for example, you can just enter their
myAlaska Username, add the specific roles you wantiser to have, and then clidsert. If
the user already exists you should get the screevea ClickYesto add the role to the existing
user.

To add a new role for an existing stationary sowrcerganization user, select the stationary
source or organization from tigtationary Source or Organizationdrop down menu, find the
user among the users currently listed inWisersgrid and click orSelectfor that user to display
and edit their data.

To expire an existing user’s role, change the expiratior diat the role or delete the role.

To invalidate astolen, misused, or compromisedyAlaska account for login to Air Online
Services, click on Invalidate myAlaska Account.
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Stationary Source Home Page

Once an Organization Web Administrator has estadtisa Source Web Administrator, that user
can proceed to this padgetationary Source Homepage to add additional users and roles.

Source Web Administrators will see a link to theer Administration page._The User
Administration page is the same page layout desdrébove for the Organization Web
Administrator. Select this link to add and editio@ users (E-Signers, and Document Editors).

The Stationary Source Home page will also listladl roles that have been assigned to the user
for the selected stationary sourced arrov).
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Email Notifications

As the organization administrator for your orgatiaas, you will be receiving monthly email
messages from Air Online Services. These are attoatly generated messages that will
enumerate the following:

Each document, application or report, that was stiedhby an authorized user from your
organization for the previous month

All of the current authorized users for your orgaation and their role in Air Online
Services

Note: When ever a signed document is successubynitted the submitter, the E-Signer will
receive an automated application submittal recegdsage and payment confirmation (if
applicable) as well.

The automated messages will have the following eeaddress: airtools_noreply@alaska.gov

Viewing Signed and Submitted Documents

A web-formatted version of all permits, permit apations, and reports for your organization
are available for viewing online whether or notytlneere submitted online.

Step I To view these web documents, start at the Orgdion Home page where you may

select either a stationary source or a non-statyos@urce permit from the permits or
applications grid.

Step 2 If you want to view a report or permits boundatstationary source, select that
stationary source (Step 1) and you will be diredtethat stationary source’s home page. You
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will find all a stationary sources approved periite pending permit applications, and saved,
but not yet submitted permit application forms tie@ 3 grids on this page.

Select the permit to which the document (permitegort) is bound. If it is an approved permit,
you will be directed to the permit home page, whene will have an opportunity to view or
print any of the permit’s revisions or reports (S#ep 3) If you select a pending application,
you will see a copy of the pending application, thiee or not it was submitted online.

Documents that were submitted online will displlag tocument and data that was submitted

and signed by the E-Signer. It also includes #&dher's name and the date of submittal.
Documents that were not submitted online will dagpbnly basic permit or report data.

Step 3 The permit home page for each permit can be togglelisplay grids of either approved
revisions, pending revisions, saved revisions OBtrstied reports or saved reports.

Step 4 Select a report (or revision) to view the regortrevision) document for this permit.
Revision ‘0’ represents the originally submitteapg.
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