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Online User Roles

Before a user will be allowed to sign into Air Qmédi Services, they must first go to myAlaska
(https://myalaska.state.ak)uend setup a user account. The username thegehab be used

to create their online account with Air Online Sees. A user does not have to be an Alaskan to
set up a myAlaska user account.

These roles do not have a hierarchical value. Ealehhas its own specific set of permissions.

It is possible, and intended, for one user to hmaudiple roles across multiple stationary sources
and possibly across multiple organizations. InlBmarganizations where one person would fill
all the roles for online use, each role must begassl to the individual.

Organization Web Administrator

The user for this role is identified by the orgaatian with an Administrator Request form
(http://www.dec.state.ak.us/air/ap/docs/adrgs).p@ince DEC processes this form, the
Organization Web Administrator has permission tib gi@dtionary source contact information,
and add/edit the Source Web Administrator rolesfech stationary source within that
organization. The Organization Web Administratisnahas permission to add/edit organization-
level e-signer and document editor role holdergpfamits not bound to a particular stationary
source, such as permits for portable oil and gasatipns and open burn3here is only one
Organization Web Administrator for each Organization/Company/Entity.

The Organization Web Administrator is intended ¢calresponsible, employed member of the
organization with a sufficient level of responsilyito basically meet the intent of the regulatory
definition of a responsibility party or owner. lowid be in the organization’s best interest that
the Organization Web Administrator is a personasifion that does not experience a high level
of turn-over.

Main Responsibilities

1. Assign and maintain Source Web Administrator(s)efach source submitting reports
through Air Online Services.

2. Assign and maintain Organization Web E-Signer(skfeating, editing, and submitting
permits not bound to a particular stationary sousaeh as permits for portable oil and gas
operations and open burns.

3. Assign and maintain Organization Web Document Esl{f) for creating and editing permits
not bound to a particular stationary source, sscpesimits for portable oil and gas operations
and open burns.

Future Responsibilities
1. Maintain Contact Information for the Organizatiardastationary sources.
2. Establish a new stationary source for the orgaioizat

Source Web Administrator

This role has permission to add/edit e-signer awlichent editor roles for a specific stationary
source. The Source Web Administrator will only dgermission for adding e-signers or editors
to the stationary sources that have been assign#wlOrganization Web Administrator. A
Source Web Administrator can be the administratonfore than one stationary source. There
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can be more than one Source Web Administratortpéipeary source. However this is not
recommended.

The Web Administrator is intended to be a respdasgmployed member of the organization. It
would be in the organizations best interest thatSburce Web Administrator be a person or
position that does not experience a high levelioi-bver, and is familiar with the stationary
source(s) being assigned.

Main Responsibilities
1. Assign and maintain Stationary Source Web E-Sigher(
2. Assign and maintain Stationary Source Web Docurkéitbr(s).

Web E-Signer

This role has permission to create/edit/save/supayitonline applications and reports. When
the user for this role is assigned by the OrgaminatVeb Administrator or the Source Web
Administrator, an Electronic Signature Validatiamrh in PDF format,
http://www.dec.state.ak.us/air/ap/docs/validate.pdilf be made available for the Source Web
Administrator to print and give to the user to filit and send into DEC for identity verification.
Even though a user has been assigned the rolsigher, without the electronic signature
validation form submitted and processed by DEC pibtential e-signer will not be able to
submit or pay online any applications or reports.

E-Signers may be anyone, employed or under contsg@n organization or stationary source.
Due to the level of responsibility, however, canewdd be taken on who is given this permission.

Main Responsibilities
1. Submit applications and/or reports electronically.
2. Pay for applications and/or reports electronically.

Web Document Editor

This role has permission to create/edit/save ordimdfor applications. A Web Document Editor
is not required to submit any additional paperwarkdentity verification. A Web Document
Editor may be anyone, employed or under contracarborganization or stationary source.

Main Responsibilities
1. Create and save an application.
2. Create and save a report.

Again, these roles do not have a hierarchical vakch role has its own specific set of
permissions. It is possible, and intended for user to have multiple roles across multiple
stationary sources and possibly across multiplaroegitions. In smaller organizations where
one person would fill all the roles for online usach role must be assigned to the individual.

Brief summary: In order for an organization create have acaessé Air Online Services to
create and submit permits online, one user mugtlig identified as an Organization Web
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Administrator and submit the paperwork. Once #wabunt has been created by DEC, the user
must logon to Air Online Services and go to theddigation Web Administrator Home page.
This is where the Organization Web Administratoryraasign the following roles:

Source Web Administrator roles

Organization E-Signer roles either to themselvestioers.

Organization Document Editor roles either to theweseor others.

If the Organization Web Administrator wishes to dake ability to Web E-Sign or be a Web
Document Editor to create and submit applicatiord@r reports for a stationary sourteey

must assign themselves as a Source Web Adminisaatbthen return to the Organization

Home page. From here the user must select thersigy source for which they are an
administrator for. This will bring them to the Staary Source Home Page where they can now
select the User Administration link located under page title (see page 15) and assign
themselves the E-Sign and/or Editor roles.

If the Organization Web Administrator wishes to dake ability to Web E-Sign or be a Web
Document Editor to create, edit, and submit appboa a for portable oil and gas operation
permits or open burn permits, they must assign seéras as an Organization E-Signer or
Organization Document Editor and then return toQinganization Home page. From here the
user may create a new MGL1 (portable oil and gasatipa) notification or a new open burn
permit (this option is not yet available) or connediting and/or submit a saved permit.

Once the Source Web Administrator is assigned ANDTWE (paperwork submitted and
processed) the Source Web Administrator will adg adiditional users and their assignments for
the specific stationary sources they are assigmesldurce Web Administrators must also assign
themselves roles if they wish to e-sign and pay.



Creating a myAlaska account for Air Online Services

All Air Online Services users must have a myAlaakaount and be subscribed to DEC Online
Services. Do not use a myAlaska account that bar breated for any other purpose (for
example, to apply for a Permanent Fund Dividenid).create the appropriate myAlaska
account, navigate tiottps://myalaska.state.ak,select the ‘DEC Online Services’ link from the
‘Businesses’ column on the right side of the page figures below).

On the New Account page create a new account witin ghosen username and password. You
will also be required to submit additional infornaait as required by myAlaska. In order to be
subscribed to DEC Online Services you must agredide by the restrictions for using your
myAlaska password as your electronic signature pas of this agreement you must agree not
to divulge your myAlaska password (you may notwalbmy other user to use your login
information and impersonate you as an E-SignegchEe-Signer must create their own account.

Ihttps:,l’,l’myalaska.state.ak.us,l’home,l’app V ﬁ | *p| [ K |
Iydlaska | ‘.?-’?? - B s v |:hPage v (CF Tacls

The State of Alaska

[ ] Services for:

[Goon]

Individuals Businesses
Home
Forgot Username? Permanent Fund Employment Security Tax
Forgot Password? Ditend DEC - Pay Invoices Online

Alaska Donor Reqistry DI Ead
DEC Online Services
Submtcerd

Commercial Vehicle Enforcement-
Permits

Revenue Tax Online Permitting &
Licensing

DHSS - eGrants

New User?

Eeport a vehicle
accident

g Fayroll




The State of Alaska

Please Login:

1 =
Username Signup fora

new account:

Password

|
|

Home

Forgot Username? == — =
Forgot Password? SR | Your mother's maiden name? |

New User? > —
Answer

E-Mail Address |
ahy is thi 7

E-Mail Address (ag

User Agreement

|AGREEMENT BETWEEN ¥YCOU AND THE STATE OF ALASKRL

?myf-.las]-:e. is a web service operated by the State

Ec:f Alaska that provides single-sign-on
{guthentication) for multiple state services and

|a framework for electronic signatures for state v

i Acceptthe User Agreement

| Send Email Confirmation -= |

Logging into Air Online Services

Before you can log into Air Online Services:

1. You must have registered for a myAlaska accounsatied to DEC Air Online
Services (see section above).

2. You must have notified your Organization Web Adrsirator or your Source Web
Administrator of your new myAlaska Username (natitypassword). They must enter
your username on the User Administration page (e/kieey created you as a user and
selected your role(s)) before you can proceed.

3. If you are an E-SignéDNLY, you must complete a copy of the Alaska Departmént o
Environmental Conservation (ADEC) Electronic SigmatValidation Form, and have it
notarized (http://www.dec.state.ak.us/air/ap/docs/validate)pdYour administrator
must send this document to DEC Air Quality befooe gan apply your electronic
signature, which is your password, to any document.

To log in (see figures below):
1. Open your browser tbttps://myalaska.state.ak.us/deca/air/airtoolsweb
2. Click on ‘Enter Air Online Services'.
3. Enter your myAlaska username and password andlog i
4. |If this is your first time logging in to Air Onlin8ervice AND you are an E-Signer, you
will be asked to verify information on your validat form.

7



LETHTELS

B7 Ly thlling Jos MIEToEoTd)

Elle Edit Wew Favortes Tools Help
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State of Alagks = DEC = Onling Services = Air Online Services

Air Online Services

Quick Links

Ernission lnventory

nter Air Online Service

Restricte; nizations that have a eunent Air Quality Permit or Enforceable Limit,
Access limited to individuals authorized by station any souree

Items currently under construction Items currently available for electronic submittal

Source user t

Minor General Permit 1 for Oil and Gas - 0 izati pages for Stati

Opetations # Excess Emissions Repart
o Amendments 142 far MG Oil and Gas ® Deviation Report
Opetations

Annual Self Cedification

A basic ait database query tool
Elestronic Facility Operating Reports

Exit to Online Serices

{Help®)

# Internet

Commissioner Divisions/Contacts Public Notices Regulations Statutes Press Releases DEC Home find

Air Permits Program

State of Alaska » DEC =

Login

You need to be logged in to access those pages.
Please login using your myAlaska user
account.

| (First time? See below *)

Quick Links...

DEC Online Services

Login with your myAlaska account:

User Name: |

b Air Online Services
| By logging into air-on-line senices, the

following options may be available to

you. For the requlated community: apply

for a permit or an enforceable action

within the Miner Source Program, or

electronically submit information, such

as an excess emissions report.

Password: |

Forgot your password?
Forgot your user name?

* If this is your first time visiting this

*Your Air Online Services session will expire after
20 minutes of inactivity. Any unsaved data will be
lost at this time.

(Help?)

page and you have a myAlaska
account, enter your myAlaska user
name and password into the fields on
the left side of this page. Otherwise,
please set up a user account by
enrolling at myAlaska.

Please direct questions to AODSHelp.

Exit to Online Semnices




i@eSignature Yalidation i | ’f;" = Rl EET |5k Page = 1 F Tool

% Commissioner DivisionsiContacts Public Notices Regulations Statutes Press Releases DEC Home | | find

Air Permits Program

State of Alaska = DEC » Air Online Services =

eSignature Validation

| understand and agree that my myAlaska password is my electronic signature. | will keep my electronic signature
password secure from compromise, | will not allow use of my electronic signature password by others, | will promptly
report any evidence that my electronic signature password has been given to others, and | will promptly notify the
system manager if | receive a system acknowledgement of a submission that | did not make. | also agree that use of my
electronic signature password to electronically sign documents legally binds me to the same extent as | would be
bound or obligated by handwritten signatures.

11 Agree
Please enter your drivers license number for validation
i 1

[ Validate ] [ Cancel ] -;

[Help?) Exit to Online Semvices

State of Alasks myAlasks DEC Staff Directory Webmaster Commissioner's Office Divisions/Contacts Public Netices Regulations

Individual Home Page

After a successful login, the user will be directedheir individual home page, where they can
select from the list of organizations in which thetd a role. In most cases there will be only
one organization in this list. Click on the orgaation for which you will be creating, editing
and/or submitting a report (if you are an E-SigmebDocument Editor) or managing users for
your organization (if you are an Organization WedmAnistrator). If you are a Stationary
Source Web Administrator, you will find a user adrsiration link on the Stationary Source
Home Page (see the Stationary Source Home Pagengect

Organization Home Page

Once logged in, this is the second page a useseadllafter they have selected an organization.



A Organization Home. - Microsoft Internet Explorer E“E]E]

File Edit ‘ew Favorites Tools Help f
\ L] ™ ) @l

& 0 Al Y } e ¢ =\ = P <

@ Back > x| | Search .-;--»".) Faworites {_x b = - L a;i &

Addrass |-@ https:{fmytest? state. ak.usfairtools\Web/OrganizationHome:. aspx b . LETe]

% Commissioner Divisions/Contacts Public Motices Regulations Statutes Press Releases DECHome | | find

Air Permits Program

State of Alasks = DEC = Air Online Services = Login = Individual Home = Crganization Home

Organization Home

You have been assigned the following roles for; Oh i
UNOCAL *
Role: Owner Weh Administratar €————

Organization Administration

Please select a stationary source.
Stationary Source
Anna Platform Select

(Help?) Ezxit to Online Services

State of Alasia myAlazka DEC Staff Directory Wiebmaster Commizsioners Office Divisions/Contacts Public Notices Regulations

-?j é e Internet

Organization Web Administrators will see a linkth@ Organization Administration home
page €ircled in red. Organization Web Administrators should selbit tink the first time they
enter the system to begin assigning Source Web Adtrators.

This page will also list all of the roles the ubes for the selected organizatioad arrovy and

also list all of the stationary sources the userdraactive role for (once the roles have been
assigned).
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Stationary Source Home Page

A Stationary Source Home - Microsoft Internet Explorer g|ﬁ]@
File Edit Wiew Favorites Tools  Help l?
p } L - 5 3 y e £
@ Back - ? | ﬂ @ _I\J 7 !'Search .". Favorites {fi { o d =" L s E:f ﬁ Py
Address -ﬁ https: fimytesta, state, ak, usfairkoolsWwebfFacilityHome, asp: | a Go
sContacts Public Motices Regulations Statutes Press Releases  DECHome | | find

Air Permits Program
State of Alaska = DEC = Login = Individual Home = Organization Home = Stationary S0

Stationary Source Home

You have been assigned the following roles for:

Anna Platform =

Role: Source Web E-Signer €——— b Uzer Administration

Role: Source Web Administrator T nictratar
Help Document

APPROVED permit(s):
Permit 1D Permit Type
ACQOOEZTVPOMF Major - Title % Operating Select

PENDING application(s):

Permit 1D Applicaton Type
AQODEZGR301A General - Asphalt Plant - Title & Wiew £ Print
AQDDE2CPTOTA hajor - Title | Construction Wiew / Print

SAVED application(s):
|No saved applications are listed.

(Help?) Exit to Online Semices

State of Alaska mwhlaska DEC Staff Directory Webmaster Commissioners Office Divisions’Contacts Public Notices Regulations

‘El é_b Inkernet

Once an Organization Web Administrator has estabtisa Source Web Administrator, that user
can proceed to this padgetationary Source Homepage to add additional users and roles.

Source Web Administrators will see a link to theer Administration page. The User
Administration page is the same page layout desdrébove for the Organization Web
Administrator. Select this link to add and editioa users (E-Signers, and Document Editors).

The Stationary Source Home page will also listladl roles that have been assigned to the user
for the selected stationary sourced arrov).
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Online User Administration Page

Step 1: Select a Stationary Source to AdministeiThis drop down list shows all the stationary
sources and organizations in which the administtas an assigned role (an organization is
denoted by the organization name followed by tH&suGeneral’ in the drop down list. If you
are not an Organization Administrator as well &oarce Administrator, you will only see a list
of stationary sources). This drop down also akts i filter for this pageFor example the
screen above shows that “Test Source” was selstd¢idnary source. In the user list only the
individuals who have a role for Test Source arensho

Step 2: Create a New User and Add User Role(s)

New User:This will display a form, shown below, that willawv you to enter the new user’'s
name and myAlaska username, as well as assigrettessary roles to the new user for the
selected stationary source.

OR

Step 3: Select Existing User and Edit User RolefsyheUsersgrid will contain a list of all

role holders for the stationary source selectehftioe drop down list. Click the Select link next
to an existing user to display and edit their @atd their roles for the selected stationary source
in Air Online Services.
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New/Selected User View

Step 1: Enter User's Name and myAlaska Username:

First Name: User’s first name. This is a required field.

Middle Initial: User’s middle initial. This is na required field. However, it does help
differentiate individuals with the same first aagtl names.

Last Name: User’s last name. This is a required field.
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myAlaskaUsername:User’s registered myAlaska username. This musttbxmatch their
myAlaska usernameAny misspellings or mismatch in case will resnlthe user not being able
to log into Air Online Services. This is a requirfezid.

Validation Form: This field is only shown if the user has a Webigrgr role. When a Web E-
Signer role is first added to a user, an e-sigeatatidation form pops up in a new window to be
printed out and filled in by the specified user amailed into DEC. Once the paperwork has
been processed by DEC, this field will show thatfitbrm isOn File at DEC. Until that time, a
hyperlink to the e-signature validation form wi@ear instead in this field. If another copy of
the form is need, simply click on the link and mnpthe form. Until this form has been
submitted and processed by DEC, the E-Signer wtlbe able to sign and submit documents.

Update/Insert: After making any changes to the selected uselu@ng adding or deleting
roles), click theJpdate button to save your changes. If a new user isgoentered this button
will say Insert. You can then return to the User Administratiagg and find that person listed
among the users for the appropriate stationarycgonrr organization.

Cancel: Click this button to cancel in changes made tostiected user (including adding or
deleting roles).

Step 2: Enter and Configure User Roles:

Roles: This drop down list contains all of the availaliées that may be assigned to the selected
user. If the selected user has been assignetithk @available roles this control will be disahled
The roles displayed when all roles are availabledepend on whether the role is applies to
stationary source or organization level roles.

At least one role is required in order to insemeav user. If all of the roles are removed from an
existing user, the user is removed from the usepfithe selected stationary source.
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Add Role: This button adds the selected role fromRuaotéesdrop down list and allows you to set
anexpiration date to limit the period in which this user’s role wilk effective. After the set
expiration date, this user will no longer have phieileges of this role. To select an expiration
date, click on the calendar image and select afdatethe calendar. To leave the expiration
date empty, click the update link in row. If thepeation date is left empty, the role never
expires. To remove the role, click the delete imkhe row of the role you wish to remove.
Only the appropriate administrator may add/edit/delete or change the expiration date for a
user’s role. Only an Organization Web Administrata may add/edit/delete or change the
expiration date for a Source Administrator role.

This is_nota required field; however, it is a good securityasure to set a date to ensure that the
assigned role is not abused past the period fochwihis likely to be required.

Duplicate New User:

If you have entered a new user’s data and clickrtbert button and the myAlaska Username
for the person you are trying to add already existhe Air Online Services database, you will
be asked to assert whether this user is actua@nauser. If this is the same person, select
“Yes’ to add this new role to an existing user. TWik occur if the user has already been
created for a different stationary source. i§ihot the same person, the person should have a
different myAlaska username. Click®, Insert New Usetf to create a new user, ocancel

to return to the previous screen.

How to Invalidate a Potentially Compromised myAlasla Login for an Existing User

This procedure is only recommended when you have a@son to believe that the user’'s
myAlaska has been stolen, misused or compromised@he user will be required to create a
new myAlaska account to log into Air Online Service, and their myAlaska Username will
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need to be reentered. Do not invalidate an accoutd expire a user’s role. Edit the
expiration date for their role or delete the role br that user.

To invalidate a compromised myAlaska account fgiido Air Online Services, click on the
Invalidate myAlaska Account(The button next to the red “4” shown on page 9).

Summary:

To add a new user, select the stationary source fineStationary Source or Organization
drop down menu and click tidew Userbutton. If you know the user has already beearedt
for a different stationary source for example, gan just enter their myAlaska Username, add
the specific roles you want the user to have, hed tlickinsert. If the user already exists you
should get the screen above. Chtisto add the role to the existing user.

To add a new role for an existing stationary souser, select the stationary source from the
Stationary Source or Organizationdrop down menu, find the user among the usergtiyr
listed in theUsersgrid and click orSelectfor that user to display and edit their data.

To expire an existing user’s role, change the expiratior diat the role or delete the role.

To invalidate astolen, misused, or compromisedyAlaska account for login to Air Online
Services, click on Invalidate myAlaska Account.

Viewing Signed and Submitted Documents

A web-formatted version of all permits, permit dpations, and reports for your organization
are available for viewing online whether or notytlneere submitted online.

Step I To view these web documents, start at the Orgdion Home page and select either a
stationary source or a non-stationary source pdromit the permits or applications grid.
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Step 2 If you want to view a report or permits boundatstationary source, select that
stationary source (Step 1) and you will be diredtethat stationary source’s home page. You
will find all a stationary sources approved periite pending permit applications, and saved,
but not yet submitted permit application forms tie@ 3 grids on this page.

Select the permit to which the document (permitegort) is bound. If it is an approved permit,
you will be directed to the permit home page, whene will have an opportunity to view or
print any of the permit’s revisions or reports (S#ep 3) If you select a pending application,
you will see a copy of the pending application, thiee or not it was submitted online.

Documents that were submitted online will displlag tocument and data that was submitted

and signed by the E-Signer. It also includes #&dher's name and the date of submittal.
Documents that were not submitted online will dagpbnly basic permit or report data.

Step 3 The permit home page for each permit can be togglelisplay grids of either approved
revisions, pending revisions, saved revisions OBtrstied reports or saved reports.

Step 4 Select a report (or revision) to view the regortrevision) document for this permit.
Revision ‘0’ represents the originally submitteapé.
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